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ANNEX 13 - Llistat de certificacions de

ciberseguretat valides per a la prestacio dels serveis
licitats

Lot 1 (Avaluacio de ciberseguretat de les entitats
proveidores d’atencio sociosanitaria o intermédia) i Lot2
(Avaluacio de ciberseguretat de les entitats proveidores de
salut mental)

= Per perfils consultors:

o (ISC)?

» Certified Information Systems Security Professional (CISSP)

» |nformation Systems Security Architecture Professional (CISSP-
ISSAP)

» |nformation Systems Security Engineering Professional (CISSP-
ISSEP)

» |Information Systems Security Management Professional (CISSP-
ISSMP)

» Certified Cloud Security Professional (CCSP)

= Health Care Information Security and Privacy Practitioner
(HCISPP)

= Governance, Risk and Compliance (CGRC)

= Certified in Cybersecurity (CC)

= Certified Information Systems Auditor (CISA)
» Certified Information Security Manager (CISM)
» Certified in Risk and Information Systems Control (CRISC)
= Certificate in Cloud Auditing Knowledge (CCAK)
* |IT Risk Fundamentals
» Cybersecurity Fundamentals
o EC-Council
= Certified Network Defender (CND)
= Certified Etical Hacker (CEH)
» E-Council Security Analist (ESCA)
= EC-Council Certified Security Specialist (ECSS)
= Chief Information Security Officer (CCISO)
o Cloud Security Alliance (CSA)
= Certificate of Cloud Security Knowledge (CCSK)
o Global Science & Technology Forum (GSTF)
= Certified Cloud Security Specialist (CCSS)

o ISMS
= Certified Cyber Security Professional (CCSP)
o CompTIA

=  CompTIA Security+ (SY0-401)
= CompTIA+ Advanced Security Practitioner (ASP)
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o SANS Institute
= Qualsevol de les certificacions del cataleg actual excepte les
corresponents a "Management & Leadership" i "Digital Forensics
& Incident Response"
o ISO
= |SO/IEC 27001 Auditor
= |SO/IEC 27001 Leader Auditor (aquest exclou l'anterior, no es
comptaran com a dues certificacions diferents)
» ]SO 22301: Gestio de la Continuitat de Negoci
o ITIL
ITIL Foundation Certificate
ITIL Practitioner's Certificate
ITIL Manager’s Certificate
ITIL Basic Level
ITIL Management and Capability Level
= |TIL Advanced Level
o Titulacions superiors
» Graus, postgraus, masters i doctorats especifics de
Ciberseguretat (minim 60 crédits demostrables)

= Per perfils técnics que facin o coordinin tasques d’auditories técniques (pentest):
o Certified Ethical Hacker (CEH) (Practical)
o Offensive Security Certified Professional (OSCP)
o Offensive Security Web Expert (OSWE)
o Offensive Security Certified Expert 3 (OSCE3)
o Offensive Security Exploitation Expert (OSEE)
o CompTIA PenTest+
o CompTIA Security+
o elLearnSecurity Junior Penetration Tester (eJPT)

o elLearnSecurity Certified Professional Penetration Tester (eCPPT,
eCPPTV2)

o elLearnSecurity Web Application Penetration Tester eXtreme (eWPTX,
eWPTXv2)

o GIAC Exploit Researcher and Advanced Penetration Tester (GXPN)
o Certified Red Team Expert (CRTE)

o Certified Red Team Master (CRTM)

o Certified Information Systems Security Tester (CISST)

o Certifiied Cybersecurity Systems Auditor (C)CSSA)

o Certified Professional Ethical Hacker (GCPEH)

Lot 3 (Enginyeria de Seguretat)

= Splunk Cloud Certified Admin
= Splunk Enterprise Certified Admin
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= Splunk Enterprise Certified Architect

= Splunk Enterprise Security Certified Admin

Lot 4 (Coordinacio del desplegament del model de seguretat

a les a les entitats proveidores d’atencié sociosanitaria i de
salut mental)

= Tipus A (Generals de Seguretat):
o Certified Information Systems Auditor (CISA)
o Certified Information Security Manager (CISM)
o Certified Information Systems Security Professional (CISSP)
o Certified in Risk and Information Systems Control (CRISC)
o CSX Cybersecurity Practitioner (CSX-P)
o ISO/IEC 27001 Lead Auditor
o ISO/IEC 27001 Lead Implementer
o ITIL Foundation
o Certified Security Analist (ESCA)
o Certified Chief Information Security Officer (CCISO)
o Certified Security Specialist (ECSS)
o Certified Cyber Security Professional (CCSP)
o Health Care Information Security and Privacy Practitioner (HCISPP)
o Governance, Risk and Compliance (CGRC)
o Certified in Cybersecurity (CC)
= Tipus B (Gesti6 de Projectes):
o Certified ScrumMaster® (CSM® por Scrum Alliance®)
o Certified Scrum Product Owner® (CSPO® por Scrum Alliance®)
o Certified Scrum Professional® (CSP® por Scrum Alliance®)
o SAFe Agilist (SA por Scaled Agile Inc)
o SAFe Program Consultant (SPC4 por Scaled Agile Inc)
o Project Management Professional (PMP)
o Certified Associate in Project Management (CAPM)
o Program Management Professional (PgMP)
o PMI Scheduling Professional (PMI-SP)
o PMI Risk Management Professional (PMI-RMP)
o PMI Agile Certified Practitioner (PMI-ACP)
o PMI Professional in Business Analysis (PMI-PBA)
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o Portfolio Management Professional (PfMP)
o PMI Project Management Ready
o Disciplined Agile Scrum Master (DASM)
o Disciplined Agile Senior Scrum Master (DASSM)
o Disciplined Agile Value Stream Consultant (DAVSC)
o Disciplined Agile Coach (DAC)
= Tipus C (titulacions superiors):

o Graus, postgraus, masters i doctorats especifics de Ciberseguretat
(minim 60 crédits demostrables)
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